
COMMONWEALTH OF VIRGINIA
DEPARTMENT OF TAXATION

PERSONAL EXEMPTION WORKSHEET
(See back for instructions)

1.		 If  you wish to claim yourself, write “1”............................................................... ________________
2.		 If you are married and your spouse is not claimed 
	 	on his or her own certificate, write “1”................................................................ ________________
3.		 Write the number of dependents you will be allowed to claim 
		 on your income tax return (do not include your spouse).................................... ________________

4.		 Subtotal Personal Exemptions (add lines 1 through 3)...................................... ________________
5.		 Exemptions for age
		  (a)	 _If you will be 65 or older on January 1, write “1”................................... ________________
		  (b)	 _If you claimed an exemption on line 2 and your spouse 
			   _will be 65 or older on January 1, write “1”............................................. ________________
6.		 Exemptions for blindness
		  (a)	 _If you are legally blind, write “1”............................................................ ________________
		  (b)	 _If you claimed an exemption on line 2 and your 
			   _spouse is legally blind, write “1”............................................................ ________________

7.		 Subtotal exemptions for age and blindness (add lines 5 through 6)...................................................._______________

8.		 Total of Exemptions - add line 4 and line 7.........................................................................................._______________

Detach here and give the certificate to your employer. Keep the top portion for your records

FORM VA-4 	 EMPLOYEE’S VIRGINIA INCOME TAX WITHHOLDING EXEMPTION CERTIFICATE

COMPLETE THE APPLICABLE LINES BELOW
1.		 If subject to withholding, enter the number of exemptions claimed on:
	 (a)		 Subtotal of Personal Exemptions - line 4 of the 
			  Personal Exemption Worksheet............................................................................................
	 (b)		 Subtotal of Exemptions for Age and Blindness 
			  line 7 of the Personal Exemption Worksheet........................................................................

		  (c)		 Total Exemptions - line 8 of the Personal Exemption Worksheet.........................................

2.		 Enter the amount of additional withholding requested (see instructions)...........................................                         .
3.		 I certify that I am not subject to Virginia withholding. l meet the conditions
		 set forth in the instructions .................................................................................. (check here) 
4.		 I certify that I am not subject to Virginia withholding. l meet the conditions set forth  
		 Under the Service member Civil Relief Act, as amended by the Military Spouses  
		 Residency Relief Act ........................................................................................... (check here) 

Signature											          Date
EMPLOYER: Keep exemption certificates with your records. If you believe the employee has claimed too many exemptions, notify the Department of 
Taxation, P.O. Box 1115, Richmond, Virginia 23218-1115, telephone (804) 367-8037. Note: Employers may establish a system to electronically receive 
Forms VA-4 from employees, provided the system meets Internal Revenue Service requirements as specified in § 31.3402(f)(5)-1(c) of the Treasury 
Regulations (26 CFR).

FORM VA-4

Your Social Security Number Name

Street Address

City State Zip Code
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FORM VA-4 INSTRUCTIONS
Use this form to notify your employer whether you are subject to Virginia income tax withholding and how many 
exemptions you are allowed to claim. You must file this form with your employer when your employment begins. If you 
do not file this form, your employer must withhold Virginia income tax as if you had no exemptions.

PERSONAL EXEMPTION WORKSHEET
You may not claim more personal exemptions on form VA-4 than you are allowed to claim on your income 
tax return unless you have received written permission to do so from the Department of Taxation.
Line 1.	 You may claim an exemption for yourself.
Line 2.	 You may claim an exemption for your spouse if he or she is not already claimed on his or her own 			 
	 certificate.
Line 3.	 Enter the number of dependents you are allowed to claim on your income tax return. 
	 NOTE: A spouse is not a dependent.
Line 5.	 If you will be age 65 or over by January 1, you may claim one exemption on Line 5(a). If you claim an 	
	 exemption for your spouse on Line 2, and your spouse will also be age 65 or over by January 1, you may 	
	 claim an additional exemption on Line 5(b).
Line 6.	 If you are legally blind, you may claim an exemption on Line 6(a). If you claimed an exemption for your 		
	 spouse on Line 2, and your spouse is legally blind, you may claim an exemption on Line 6(b).

FORM VA-4
Be sure to enter your social security number, name and address in the spaces provided.
Line 1.	 If you are subject to withholding, enter the number of exemptions from:
	 (a)	Subtotal of Personal Exemptions - line 4 of the Personal Exemption Worksheet
	 (b)	Subtotal of Exemptions for Age and Blindness - line 7 of the Personal Exemption Worksheet
	 (c)	 Total Exemptions - line 8 of the Personal Exemption Worksheet
Line 2.	 If you wish to have additional tax withheld, and your employer has agreed to do so, enter the amount of 		
	 additional tax on this line.
Line 3.	 If you are not subject to Virginia withholding, check the box on this line. You are not subject to withholding if 		
	 you meet any one of the conditions listed below. Form VA-4 must be filed with your employer 	 	 	
	 for each calendar year for which you claim exemption from Virginia withholding.
	 (a)	You had no liability for Virginia income tax last year and you do not expect to have any liability for 		
		  this year.
	 (b)	You expect your Virginia adjusted gross income to be less than the amount shown below for your filing	                          	
	       status:

Taxable Years 
2005, 2006 
and 2007

Taxable Years 
2008 and 

2009

Taxable Years  
2010 and 

2011

Taxable Years 
2012 and 
Beyond

Single $7,000 $11,250 $11,650 $11,950
Married $14,000 $22,500 $23,300 $23,900
Married, filing a separate 
return

$7,000 $11,250 $11,650 $11,950

	 (c)	 You live in Kentucky or the District of Columbia and commute on a daily basis to your place of 			 
		  employment in Virginia.
	 (d)	You are a domiciliary or legal resident of Maryland, Pennsylvania or West Virginia whose only 			 
		  Virginia source income is from salaries and wages and such salaries and wages are subject 			 
		  to income taxation by your state of domicile.
Line 4.	 Under the Servicemember Civil Relief Act, as amended by the Military Spouses Residency Relief Act, you may 

be exempt from Virginia income tax on your wages if (i) your spouse is a member of the armed forces present 
in Virginia in compliance with military orders; (ii) you are present in Virginia solely to be with your spouse; and 
(iii) you maintain your domicile in another state.  If you claim exemption under the SCRA check the box on Line 
4 and attach a copy of your spousal military identification card to Form VA-4.



Dinwiddie County Public Schools
14016 Boydton Plank Road
Dinwiddie, VA 23841                54-6001255











Human Resources Specialist

McCoun      Kathy        Dinwiddie County Public Schools

14016 Boydton Plank Road             Dinwiddie         VA  23841
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Dinwiddie County Public Schools 

Direct Deposit Authorization Form / Pay Card Registration 
 

Name: Last, First, Initial Date of Birth 

      

 

      

Address (Mailing) City State Zip 

      

 

                  

Home Phone Cell Phone Email Address Employee ID or SSN 

      

 

                  

 

Direct Deposit – I have a bank account already.  Here is the information to set me up.  I can establish 

direct deposit to one or up to a maximum of four (4) bank accounts for payroll payments.  The dollar 

amount indicates the amount I want of my paycheck to be deposited into each account.  A voided check 

for each account is MANDATORY. 
 

Bank Name:            Bank Name:       

Bank Routing Number:          Bank Routing Number:       

Account Number:           Account Number:       

Amount:             Amount:       

Checking    Savings      Checking    Savings   

 

Bank Name:            Bank Name:       

Bank Routing Number:          Bank Routing Number:       

Account Number:           Account Number:       

Amount:            Amount:       

Checking    Savings    Checking  Savings                     

 

rapid! PayCard – I would like to register my new rapid! PayCard® Visa® Payroll Card. 

Name:    rapid! PayCard    

Routing Number:  0311-0116-9    

Account Number:       

Customer ID:       

I authorize Dinwiddie County Public Schools to deposit directly into the account(s) shown, my financial institution to credit my 

account(s), and/or I hereby authorize Dinwiddie County Public Schools to assign a rapid! PayCard and initiate credit entries and any 

correcting entries to my assigned rapid! PayCard account.  The direct deposit(s) will be made on each payday.  This authorization 

will remain in effect until updated direct deposit information is received.  All payroll changes must be submitted to Dinwiddie County 

Public Schools no later than the 10
th

 of the month in order to become effective for that month’s payroll.  In the event funds are 

deposited erroneously into my account, I authorize Dinwiddie County Public Schools to debit my account(s), not to exceed the 

original amount of the credit. 

 

 

                     

Print Name       Signature   

 

        _______________________________________   

                                                                           Date  

 



Dinwiddie County Public Schools 

P.O. Box 7 

Dinwiddie, Virginia 23841 
 

 

 

 

 

 

RECORD OF EMPLOYEE’S BIRTH DATE 
 
 
 
 
 

Date:  ___________________________ 

 
 
 

 
I, ____________________________________, hereby certify that the following is  

 
my correct birth date as recorded on my  birth certificate /  marriage license. 
 

 
 

 _______________  _______________  _______________ 
          Month              Day      Year 
 

 
 

 
 

 
_______________________________                                                                   
     Signature 

  

 



 Acceptable Computer System Use  
Section G – Personnel; Code GAB-R/IIBEA-R 

 

All use of the Dinwiddie School Division’s computer system shall be consistent with the 

School Board’s goal of promoting educational excellence by facilitating resource sharing, 

innovation and communication. The term computer system includes, but is not limited to, 

hardware, software, data, communication lines and devices, terminals, printers, CD-ROM 

devices, tape or flash drives, servers, mainframe and personal computers, tablets, cellular 

phones, smart phones, the internet and any other internal or external network. 

 
Computer System Use-Terms and Conditions: 

  
1. Acceptable Use. Access to the Division’s computer system shall be (1) for the purposes 

of education or research and be consistent with the educational objectives of the 

Division or (2) for legitimate school business. 

 

2. Privilege. The use of the Division’s computer system is a privilege, not a right. 

 

3. Unacceptable Use. Each user is responsible for his or her actions on the computer 

system. Prohibited conduct includes but is not limited to: 

 

 using the network for any illegal or unauthorized activity, including violation of 

copyright or contracts, or transmitting any material in violation of any federal, 

state, or local law. 

 sending, receiving, viewing or downloading illegal material via the computer 

system. 

 unauthorized downloading of software. 

 using the computer system for private financial or commercial purposes. 

 wastefully using resources, such as file space. 

 gaining unauthorized access to resources or entities. 

 posting material created by another without his or her consent. 

 submitting, posting, publishing, or displaying any obscene, profane, threatening, 

illegal, or other inappropriate material. 

 using the computer system while access privileges are suspended or revoked. 

 vandalizing the computer system, including destroying data by creating or 

spreading viruses or by other means. 

 intimidating, harassing, bully, or coercing others. 

 threatening illegal or immoral acts. 

 
4. Network Etiquette. Each user is expected to abide by generally accepted rules of 

etiquette, including the following: 

 

 be polite. 

 users shall not forge, intercept or interfere with electronic mail messages. 

 use appropriate language. The use of obscene, lewd, profane, lascivious, 

threatening or disrespectful language is prohibited. 

 users shall not post personal information other than directory information as 

defined in Policy JO Student Records about themselves or others. 

 users shall respect the computer system’s resource limits. 

 users shall not post chain letters or download large files. 

 users shall not use the computer system to disrupt others. 

 users shall not modify or delete data owned by others. 

 

http://www.boarddocs.com/vsba/dinwiddie/Board.nsf/goto?open&id=86D93J6589F9


5. Liability. The School Board makes no warranties for the computer system it provides.  

The School Board shall not be responsible for any damages to the user from use of 

the computer system, including loss of data, non-delivery or missed delivery of 

information, or service interruptions. The School Division denies any responsibility 

for the accuracy or quality of information obtained through the computer system. 

The user agrees to indemnify the School Board for any losses, costs, or damages 

incurred by the School Board relating to or arising out of any violation of these 

procedures. 

 
6. Security. Computer system security is a high priority for the school division. If 

any user identifies a security problem, the user shall notify the building principal or 

system administrator immediately. All users shall keep their passwords confidential 

and shall follow computer virus protection procedures. 

 
7. Vandalism. Intentional destruction of or interference with any part of the 

computer system through creating or downloading computer viruses or by any other 

means is prohibited. 

 

8. Charges. The School Division assumes no responsibility for any unauthorized 

charges or fees as a result of using the computer system, including telephone or 

long-distance charges. 

 
9. Electronic Mail. The School Division’s electronic mail system is owned and 

controlled by the School Division. The School Division may provide electronic mail to 

aid students and staff in fulfilling their duties and as an education tool. Electronic 

mail is not private. Students’ electronic mail will be monitored. The electronic mail of 

staff may be monitored and accessed by the School Division. All electronic mail may 

be archived. Unauthorized access to an electronic mail account by any student or 

employee is prohibited. Users may be held responsible and personally liable for the 

content of any electronic message they create or that is created under their account 

or password. Downloading any file attached to an electronic message is prohibited 

unless the user is certain of that message’s authenticity and the nature of the file. 

 
10. Enforcement. Software will be installed on the division’s computers having 

Internet access to filter or block internet access through such computers to child 

pornography and obscenity. The online activities of users may also be monitored 

manually. 

  
Any violation of these regulations shall result in loss of computer system privileges and may also result in 

appropriate disciplinary action, as determined by School Board policy, or legal action. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 Acceptable Computer System Use  
Statement of Agreement 

 

 

 

Each employee must acknowledge and sign this Agreement as a condition for using the School Division’s 

computer system.  

 

Prior to acknowledging this Agreement, read Policy GAB/IIBEA and Regulation GAB-R/IIBEA-

R, Acceptable Computer System Use. If you have any questions about this policy or 

regulation, contact your supervisor or your student’s principal. 

 

I understand and agree to abide by the School Division’s Acceptable Computer System Use 

Policy and Regulation. I understand that the School Division may access and monitor, and 

archive my use of the computer system, including my use of the internet, e-mail and 

downloaded material, without prior notice to me. I further understand that should I violate 

the Acceptable Use Policy or Regulation, my computer system privileges may be revoked 

and disciplinary action and/or legal action may be taken against me. 

 

 

Printed Name: ______________________________________________________ 

 

Signature: __________________________________________ Date: __________  

 

School/Department: __________________________________________________ 

 

http://www.boarddocs.com/vsba/dinwiddie/Board.nsf/goto?open&id=86D8YL65831B
http://www.boarddocs.com/vsba/dinwiddie/Board.nsf/goto?open&id=86D8YM658329
http://www.boarddocs.com/vsba/dinwiddie/Board.nsf/goto?open&id=86D8YM658329


Dinwiddie County Public Schools 
P.O. Box 7 

Dinwiddie, Virginia 23841 
 

 

DRUG-FREE WORKPLACE 
REGULATIONS 

  
  

1. If an employee has voluntarily sought assistance for prior use, and voluntarily admits to a 
drug or alcohol problem prior to any testing (random/reasonable suspicion), and upon the 
review of a favorable Substance Abuse Professional (SAP) evaluation, an employee may be 
placed on a non-safety sensitive position during rehabilitation. A list will be provided of 
SAPs. 

 

2. Any employee, while on duty, who tests between a level of .02 - .07 for alcohol will stand-
down twelve (12) hours from time of testing without pay.  The employee must report to 
designated personnel before returning to duty and submit to re-testing.  Testing at a level 
of and above .08 for alcohol or the presence of a controlled substance will result in 
resignation or immediate termination of employment. 
 

3. The employee will pay for any rehabilitation in conjunction with their health insurance 
plan. 
 

4. An employee subject to testing due to reasonable suspicion will be transported by school 
authorities within two (2) hours maximum to a designated collection site. 
 

5. Employees refusing to submit to testing (random/reasonable suspicion) may be 
terminated. 
 

6. Designated school authorities shall follow School Board policy and provide proper 
documentation should an employee exercise his/her hearing rights as specified in 
Dinwiddie County Public Schools Personnel Policy GBEA (Unlawful Manufacture, 
Distribution, Dispensing, Possession or Use of a Controlled Substance).   
 

Policy GBEA:  The Dinwiddie County School Board is committed to maintaining a Drug-Free Workplace. 

  

Prohibited Conduct 
Employees may not unlawfully manufacture, distribute, dispense, possess or use a controlled substance on 
school property, at any school activity or on any school-sponsored trip. It is a condition of employment that 
each employee of the Dinwiddie School Board will not engage in such prohibited conduct and will notify the 
Dinwiddie School Board of any criminal drug conviction for a violation occurring on school property, at any 
school activity or on any school-sponsored trip no later than 5 days after such conviction. An employee who 
is convicted of criminal drug activity for a violation occurring on school property, at any school activity or on 
any school-sponsored trip will be subject to appropriate discipline, up to and including termination, or 
required to satisfactorily participate in a drug abuse assistance or rehabilitation program. 
 

Discipline 
Within 30 days of receiving notice from a School Board employee as described above, the superintendent 
and School Board will take appropriate personnel action up to and including dismissal of any employee found 
to have engaged in prohibited conduct listed above or require satisfactory participation in a drug abuse 
assistance or rehabilitation program approved by a federal, state, or local health, law enforcement, or other 
appropriate agency. 

   

Distribution of Policy 
All employees are given a copy of this policy.   

 

Drug-Free Awareness Program 
The Dinwiddie School Board shall establish a drug-free awareness program to inform its employees about 
the dangers of drug abuse in the workplace, the Board’s policy of maintaining a drug-free workplace, any 
available drug counseling, rehabilitation, and employee assistance programs and the penalties that may be 
imposed upon employees for violations of laws and policies regarding drug abuse. 

 
NOTE: All employees who hold a commercial drivers license (CDL) will be subject to these rules and regulation 

in addition to Department of Transportation regulations and FHWA rules. 
 

 



ALCOHOL AND DRUG TESTING REQUIREMENTS 
 
 

DEFINITIONS 
 

 
ALCOHOL 
 The intoxicating agent in beverage alcohol, ethyl alcohol, or other low molecular weight 

alcohols including methyl and isopropyl alcohol. 
 
ALCOHOL USE 
 The consumption of any beverage, mixture, or preparation, including any medication 

containing alcohol. 
 
CDL – COMMERICAL DIRVERS LICENSE 
 Required to operate a Commercial Motor Vehicle (CMV) 
 
EVIDENTIAL BREATH TESTING DEVICE (EBT) 
 A device approved by the National Highway Traffic Safety Administration (NHTSA) for the 

evidential testing of breath and placed on NHTSA’s “Confirming List of Evidential Breath 
Measurement Devices” (CPL). 

 
FHWA 
 The Federal Highway Administration 
 
MEDICAL REVIEW OFFICER (MRO) 
 A licensed physician (medical doctor or doctor of osteopathy) responsible for receiving 

laboratory results generated by an employer’s drug testing program who has knowledge 
of substance abuse disorders, and has appropriate medical training to interpret and 
evaluate an individual’s confirmed positive test result together with his or her medical 
history and any other relevant biomedical information. 

 
REFUSAL TO SUBMIT (to an alcohol or controlled substances test) 
 Means that an employee (1) fails to provide adequate breath for testing without a valid 

medical explanation after he or she has received notice of the requirements for breath 
testing in accordance with the provisions of this part, (2) fails to provide adequate urine 
for controlled substance testing without a valid medical explanation after he or she has 
received notice of the requirement for urine testing in accordance with the provisions of 
this part, or (3) engages in conduct that clearly obstructs the testing process. 

 
STAND DOWN 
 Means the employee who tests above 0.02 on an alcohol breath test will not be allowed 

to remain on the job for a designated period of time and is subject to the sanctions 
contained in the regulations. 

 
SUBSTANCE ABUSE PROFESSIONAL (SAP) 
 A licensed physical (medical doctor of doctor of osteopathy), or a licensed or certified 

psychologist, social worker, employee assistance professional, or addiction counselor 
(certified by the National Association of Alcoholism and Drug Abuse Counselors 
Certification Commission) with knowledge or and clinical experience in the diagnosis and 
treatment or alcohol and  controlled substances related disorders. 

 
 
 
 
 
 
 
 



 
 

DRUG-FREE WORKPLACE 
CONSENT/RELEASE FORM 

 
 
 
As a condition of my employment with the Dinwiddie County School Board, I certify the following: 
 

1. I have received and read Policy GBEA (Unlawful Manufacture, Distribution, Dispensing, 
Possession or Use of a Controlled Substance) and regulations regarding a drug-free and 
alcohol-free workplace as required by The Drug-Free Workplace Act, 41 U.S.C., Section 
701, et.seq. and the Code of Virginia, Section 22.10397, and I agree to abide by the terms 
stated therein. 

 
2. I agree to abide by the School Board’s drug and alcohol regulations and submit to 

random/reasonable suspicion tests, while on duty, as a condition of my continued 
employment.  I authorize any laboratory or medical provider to release test results to the 
Dinwiddie County School Board and designated personnel. 
 

3. I understand upon reasonable suspicion that if I am in violation of this regulation, the 
Superintendent, or his/her designee, may require that I be tested for alcohol by use of a 
breathalyzer (or equivalent device), or be tested for drugs at a designated facility. 
 

4. I expressly authorize the School Board or its Medical Review Office (MRO), upon request, 
to release any test-related information, including positive results, to the Unemployment 
Compensation Commission or other government agency investigating my employment or 
the termination thereof. 
 

5. I agree to notify the Director of Human Resources of the Dinwiddie County Public Schools 
of any criminal drug or controlled substance statue conviction within five (5) days.  I 
understand that within ten (10) working days of notice, the Director of Human Resources 
and/or his/her designee will advise any affected federal agency of that conviction.  I 
understand that I may receive disciplinary sanctions up to and including dismissal of any 
such convictions, as well as for any other violation of the school system’s regulations 
regarding controlled substance and alcohol abuse. 
 

I understand that this agreement does not limit any right to terminate my employment or be 
terminated in accordance with federal and state laws. 
 
 
 
                                                                                                                     
  Name of Employee      Assignment/Work Location 
 
 
 
____________________________________                                                         
  Signature            Date 
 



 E-mail Usage Policy 
Section G – Personnel; Code – G 

 

 
 

Introduction 

This policy sets out the general rules and guidelines for use of electronic mail (e-

mail) in the Dinwiddie County Public Schools (DCPS), including electronic notice-

boards hosted therein. E-mail and other electronic information systems will reduce 

the need for paper-based communication. DCPS makes an e-mail system available 

and encourages the appropriate use of e-mail as an alternative to paper based 

communication. 

  

The DCPS e-mail system is coordinated and managed by the Department of 

Technology. No other e-mail system (server or client) is recognized or supported by 

DCPS. 

  
Use of E-mail 

The e-mail system is DCPS property and DCPS reserves the right to monitor and to 

access any e-mail messages. The use of e-mail for personal purposes is permitted for 

convenience. All users are responsible for ensuring that their e-mail usage is within 

regulations and is ethical and lawful.  The sending of text or images that contain 

material of an offensive, indecent or obscene nature is prohibited. 

  

Provided the appropriate security guidelines are followed, e-mails sent from one user 

to another on the same e-mail system are relatively secure - any other e-mails 

should at all times be regarded as having the same status as a postcard. Users of e-

mail should be aware of formal requirements and good practice in the use of e-mail 

as set out in the sections below. 

  

E-mail may be used for any legal activity in furtherance of the aims or policies of 

DCPS, subject to the conditions listed below. The following specific uses are 

excluded: 

 

 Any use that violates DCPS policies, standards or administrative notices; 

 The use of another individual’s e-mail account using that individual's identity 

(i.e. the individual's username/password details); 

 Impersonation or misrepresentation of another individual; 

 Alterations of source or destination address information; 

 The use of e-mail that could result in the inadvertent commitment of DCPS to 

a contract or agreement if it appears to the other party that he/she has 

authority to do so; 

 The use of e-mail for personal reasons to promote or denigrate companies or 

organizations, or defame other employees. 

  
Misuse of E-mail 

Penalties for misuse of e-mail will depend on the seriousness of the offence, and be 

in accordance with current DCPS Procedures.  
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Code of Practice for E-mail Users 

Users should make every effort to adhere to the following guidelines for appropriate 

use: 

 Check your e-mails regularly; 

 Be polite. Messages sent by e-mail can often seem abrupt, even when this is 

not the intention. Use professional courtesy and discretion. The use of all 

upper-case text in either the subject or the body of an e-mail should also be 

avoided as this is deemed to be the e-mail equivalent of shouting; 

 Do not reply with history of message if it is not necessary, especially if it 

incorporates a large attachment. 

 Do not use “Reply to All” and distribution lists unless the message is relevant 

to all the specified recipients in order to keep the number of your messages 

to a minimum and reduce the risk of sending messages to the wrong people; 

 Set the Auto Responder (Out-of-Office) to deal with your e-mail if you are 

away; 

 Messages should be clearly addressed to those from whom an action or 

response is expected, "cc" or "bcc" should be used for other recipients of the 

message; 

 Respect privacy and consider this aspect before forwarding messages; 

 Delete unwanted or unnecessary e-mail. It is the user’s responsibility to 

manage their own e-mail folders and keep within the quota limits set. The 

Technology Department can give advice and assistance if required; 

 Unsolicited e-mail, especially with an attachment, may contain a virus. If in 

doubt, delete the e-mail or contact the Technology 

Department before opening if possible; 

 Do not attempt to carry out confidential or sensitive tasks exclusively by e-

mail; 

 Enter a meaningful 'Subject' field to help the reader anticipate the content 

correctly; 

 Do not use all or part of someone else's message without acknowledgement. 

Do not edit someone else's message without making clear the changes that 

you have made and do not distribute other people's messages without 

permission; 

 Avoid subscribing to unnecessary mailing lists. Unsubscribe from mailing lists 

when they are no longer required; 

 E-mail group lists provided by the Technology Department should be used for 

matters of DCPS or individual school business.  Use of multiple e-mail group 

lists should be avoided unless absolutely necessary. Prior permission from the 

Technology Department is required to send a message to all users; 

 Do not forward e-mail "chain letters". These are e-mails which either ask you 

to forward them on to all your friends (or to everyone you know) or which 

state that something bad will happen if you do not forward them on.  E-mails 

of this type, including those warning about something (e.g. computer 

viruses), are almost certainly hoaxes; 

 If you are unsure about any e-mail that you've received, contact the 

Technology Department for assistance. 
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Cautionary Notes 

The nature of e-mail is such that total confidentiality cannot be guaranteed and users 

should be aware of the following points about the use of e-mail: 

 

 Copies of e-mail may exist on a back-up copy or a remote system even after 

the author or recipient has deleted the message; 

 E-mail may be forwarded by any recipient without the author’s consent, 

although it may not have been the author’s intention. A forwarded message 

may be a modified version of the original; 

 It is possible for the author or sender of an e-mail to disguise or alter their 

identity; 

 Organizations outside DCPS may have different policies on e-mail. Some 

consider it the property of the organization, subject to examination, copying 

or forwarding. Be aware of this possibility when sending e-mail; 

 A reply to a personal message sent via a ‘list server’ or electronic bulletin 

board may be inadvertently distributed to all subscribers to the list; 

 Usernames and passwords should not be disclosed to others. This could result 

in security breaches and other people using your e-mail account to send 

unauthorized messages. Suspected security breaches should be reported to 

the Technology Department at once; 

 Once a message is sent, there is no way to recall it. Check carefully that 

messages are addressed to the correct recipient(s) before sending. 

  
Auditing 

The Technology Department does not routinely monitor or access e-mail. All e-mails, 

however, arriving at Dinwiddie County Public Schools are automatically scanned for 

viruses and for "spam" content, i.e. whether they match unsolicited, nuisance, e-

mails previously sent to the School DCPS - any such e-mails are blocked.  

Filtering/virus-scanning can never be 100% effective so any unsolicited e-

mails/attachments should always be treated with caution.  Similarly, an e-mail may 

be incorrectly marked as infected or "spam" and therefore some e-mails could be 

blocked unnecessarily. The Technology Department reserves the right of access to 

users' e-mail and audit logs on both the client workstation as well as the servers for 

legitimate purposes, such as investigation of complaints of misuse. Content and audit 

logs for both sent and received e-mail may be inspected (including personal e-mail) 

at any time without notice. Authorization must always be given by the Director of the 

Technology Department (or designee) for access to staff e-mail. 

  

The Technology Department will endeavor to maintain privacy of e-mail. There may 

be special cases, however, when it is essential that e-mail messages are accessed 

due to, for example, illness of the owner of a mailbox. In these instances, on the 

request of the appropriate Administrative personnel and on the authorization of the 

Director of the Technology Department (or designee), the Technology Department 

may locate and make available e-mail messages for access by a member of staff. 

The owner of the mailbox will be notified in due course. 

  

Certain authorized members of the Technology Department may necessarily have 

access to the contents of e-mail messages in the course of system administration. 

Any knowledge thus obtained will not be communicated to others, unless required for 

system administration. 
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The Technology Department reserves the right to take special actions in 

administering e-mail if this is essential to preserve the integrity or functionality of 

the systems. This may include the deletion of e-mail. 

  
Retention 

DCPS has an automatic centralized system to archive e-mails. This enables DCPS to 

track down previous e-mails in respect of correspondence that would be significant in 

an internal or external matter (e.g. correspondence of a contractual nature). It will 

also be used to provide access to information, when required to do so, in response to 

a request for information pursuant to the Virginia Freedom of Information Act. 

  

The e-mails are stored as part of an archiving system. Generally, e-mails will be 

archived for a period of no less than two calendar years. 

  
Deletion and Archiving 

E-mail messages are archived along with other files in accordance with existing 

Technology Department operational procedures so messages deleted by users might 

still be held on archives. Archiving of e-mail messages, however, is not intended to 

act as a backup to user mailboxes and recovery will be limited to division critical 

messages. Users should make an effort to maintain their own essential messages. 

  
Security – Opening and Closing of Accounts 

Computer and e-mail accounts for staff are set up by the Technology Department. 

Associated passwords are issued directly to the end user or via faculty staff. 

  

Before leaving employment at Dinwiddie County Public Schools, staff should 

unsubscribe from any e-mail lists that they may have subscribed to and delete any 

personal e-mails in their account.  If there are any work-related e-mails that need to 

be transferred to another user then these e-mails should be forwarded as 

appropriate – contact the Technology Department if assistance is required. 

  

At the discretion of the DCPS Administration, following the departure of a member of 

staff from DCPS, that user’s e-mail account will be disabled for a period of 2 weeks 

after which time the account will be deleted. DCPS Administration may request 

access to the closed mailbox be given to another member of staff for this duration. 

  
Disclaimer 

All e-mail messages sent from DCPS will include an e-mail disclaimer, as follows: 

"The information conveyed in this communication is intended for the use of the 

original addressee(s), and may be legally privileged, confidential, and/or exempt 

from disclosure under applicable law. If this communication was not addressed or 

copied to you, then you have received it in error and are strictly prohibited from 

reading, copying, distributing, disseminating, or transmitting any of the information 

it conveys.  If you received this communication in error, please destroy all electronic, 

paper, and other copies, and notify the sender of the error immediately. Accidental 

transmission of this communication is not intended to waive any privilege or 

confidentiality protected under Virginia's Freedom of Information Act." 

 

  
Review 

It is the responsibility of the Technology Department to review regularly the content 

of the Electronic Mail Usage Policy for relevancy.   
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E-mail Usage Policy 
Statement of Agreement 

 

  

 

 

Each employee must acknowledge and sign this Agreement as a condition for using 

the Division’s email system. 

 

By my signature below, I attest that I have read Policy Section G – Personnel; Code 

G; and will comply with the E-Mail Usage policy employed by Dinwiddie County Public 

Schools. 

  

 

  

Printed Name:                                                                                                  

   

 

School/Department:                                                                                         

 

 

 

Signature: _________________________________________    Date: __________ 
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